1. [bookmark: _Hlk153368595]
a. [bookmark: _Hlk166489819]With the aid of a diagram, explain the concept of asymmetric cryptography and give two examples of asymmetric encryption algorithms. 

b. With the aid of a diagram, explain the concept of Symmetric cryptography and give two examples of symmetric encryption algorithms.

c. You have been appointed as the lead cybersecurity analyst for a financial institution that is planning to revamp its information security practices. The Chief Information Officer (CIO) has tasked you with developing a comprehensive strategy based on the CIA Triad to safeguard the organization's sensitive data and critical systems.

i. Explain the concept of the CIA Triad in computer and information security. 

ii. Give one practical example each of specific situations where each of the constituents of the CIA triad could be breached for such a financial institution.

d. Consider a shift cipher for the letters of the English alphabet, using a key k=13, what will be the ciphertext for the sentence: “This exam is the best assignment I have ever written”. Show how you arrived at your ciphertext. 

e. 
Let:



Using the RSA algorithm, answer the following questions:
a) Compute the modulus . 
b) Compute Euler’s totient function . 
c) Verify that the public exponent is valid. 
d) Determine the private exponent . 
e) Encrypt the plaintext message  
f) Decrypt the ciphertext using and verify the original message. 




